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Hot Tips
Hot Tips

Restaurants at Serious Risk as 
Malware Enables Credit Card Breaches

45 Melville St. • Augusta, ME 04330

IN THIS ISSUE:

Legislature Gets Into Gear

High-tech theft doesn’t happen here in 
Maine, right? Think again! It is happening 
here and it’s happening right now. In fact,
there have been numerous cases in Maine
in just the past month and restaurants are 
being targeted. It is an unpleasant ex-
perience that consumes both time and 
fi nancial resources. A data breach is a 
very serious matter and may cost a business
owner anywhere from $200 to $1,000 for 
every card compromised through a res-
taurant’s system. Please, take this seriously.

Signifi cant criminal threats targeting the 
food service industry continue to evolve 
and are rapidly increasing because many
restaurants lack the proper perimeter sec- 
urity tools, including fi rewalls, antivirus soft-
ware and secure remote access tools. If 
you are not using a POS system that is con-
nected to the internet to process credit 
and debit card transactions, this informa-
tion does not apply to your situation. 

This does not mean that credit or debit 
card processing on internet-based POS 
systems is inherently unsafe, but it does 
mean that you need to pay close atten-
tion to the Payment Card Industry Data 
Security Standards and the required 
protections for hardware and software 
that allow the system to function without 
undo risk of being compromised.

Very smart hackers from around the world,
using very sophisticated software pro-
grams, are searching hundreds of com-
puters per second seeking opportunities 
to load their malicious malware onto the 

computers of unsuspecting internet us-
ers. They are looking for a weakness in 
the system’s protective shield. Once in 
place, the malware seeks pathways to 
merchant point-of-sale systems and in-
tercepts the card verifi cation process 
and sends detailed data to the hacker. 
This is a breach of the system’s security.  

As a business that stores, processes or 
transmits credit or debit card informa-
tion, you are required to be compliant 
with the Payment Card Industry Data 
Security Standard (PCI DSS).  Being com-
pliant goes beyond implementing a vali-
dated payment application as provided 
by your POS vendor. By taking steps to 
ensure that your business is in adherence 
with compliance standards, you are also 
making sure your business is more secure. 

The PCI DSS holds business owners re-
sponsible for breaches of security and 
loss of customer data. Fines and as-
sociated costs of a security breach of 
customers’ private information are sub-
stantial. If you are using a POS system, 
following are action steps you can take 
today to help protect yourself from the 
consequences of a security breach:

• Contact your vendor to determine 
that required network security fi re-
walls are in place between your POS 
system and the internet.• 

• Ensure any ports used for remote 
access are not left open and in 

• 
• 

...continued on page 5

New Family Medical Leave Act 
Poster Required

...continued on page 4

Chairman’s   Message                                                     2

President’s   Report                                                                    3

Calendar of Events                       3

Annual Awards Banquet                         4

NRA Corner                      5

Restaurant & Lodging Expo                      6 

Employers must post an updated version of the Labor Depart-
ment’s Family & Medical Leave Act (FMLA) poster starting March 8, 2013. 

The DOL poster refl ects changes in FMLA rules governing military caregivers and 
leave-taking to care for parents.

 
The poster may be downloaded at www.dol.gov/whd/regs/compliance/posters/fmla.htm

LD 216, “An Act To Extend the Hours for the Sale of Liquor on Sunday When St. Patrick’s Day 
Is on a Sunday” has passed out of Committee with a Unanimous Ought to Pass vote and 
sailed through both legislative bodies and should be signed by the Governor in time for St. 
Patrick’s Day early festivities!  The bill permits the Sunday sale of alcohol on St. Patrick’s Day 

beginning at 6:00 a.m.

.                      ..                      .

//
Bills have been slow to be printed, aver-
aging about 200 a week with hundreds 
more to come. Concerns abound if rumor 
mills are accurate. Talk of an increase in 
the lodging tax is gaining some momen-
tum and that means that the meals tax 
may be a target as well. There is also a 
great deal of speculation about local 
option taxes which almost always fall on 
meals and lodging.  The perfect storm for 
the restaurant industry would be an in-
crease in both the statewide meals and 
lodging tax AND the passing of a local 
option tax - a double whammy!

LD 216 an emergency measure that the  
Maine Restaurant Association supported, 
passed through the Veterans and Legal
Affairs Committee with a unanimous 
“ought to pass” vote. This bill will allow Sun-
day alcohol sales beginning at 6:00 am 
on St. Patrick’s Day, March 17th. (See “Hot 
Tip” on back page for more details.) 

The Maine Restaurant Association has also 

Maine Restaurants Impacted

St. Patrick’s Day Alcohol Service on Sunday, March 17th 
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Chairman’s Message:
By Todd Maurer, King Eider’s Pub & Restaurant - Damariscotta

I

ing is another entire full time career in itself! 
 
To neglect the day-to-day demands of running
a business to focus on the myriad rules and 
laws that affect that business would be fool-
hardy. To be ignorant of the impact and de-
mands of state legislation would be reckless.

Membership in the Maine Restaurant Asso-
ciation lifts that weighty load from my shoul-
ders and not only frees me to concentrate on 
business, it gives me the comfort of knowing 
what is going on day-by-day and all the impli-
cations of the wide ranging issues that apply 
to me and my businesses. To be alone in the 
middle of a “blizzard” of regulation is a discon-
certing place to be!

And then there is Washington!!  Through a  dual
membership agreement, Maine Restaurant 
Association members enjoy membership in the 
National Restaurant Association too, ensuring 
that the bigger stage is being monitored for 
us and reported to us. So much of what goes 
on nationally has an impact on business in 
the smallest of Maine towns and cities. And 
so, having eyes, ears and trained profession-
als focused on the Congress and White House 
makes the “little guy” in a distant location feel 
protected from the far off “storms” that have 
an impact locally.

Of course questions about politics and policy 
will creep into even the busiest minds amidst 
thought of menus and maintenance and 
manpower. The guidance and answers are 
just as close and easy to access as your cell 
phone (which is permanently attached to the 
end of your arm!).  The ability to connect, at a 
moment’s need, to the Maine Restaurant As-
sociation and inquire, discuss and have clear 
and knowledgeable dialogue is to have a full-
time partner - a partner with connections to 
the people and resources that can answer 
critical questions, point the way forward and 
direct you to further sources of information.

I am not a “joiner” by nature and I used to 
think that knowing your subject matter and 
good old hard work would be keys to success. 
The hard work part never changes and I highly 
recommend it. But then, if you are reading 
this piece you probably already have an ad-
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A Partner Through the Storm

It is snowing again 
as I sit down to write 
this column and, al-
though it would be 
pleasant to think 
that a snow day 
would bring a restful 
afternoon in front of 
a warming fi re, the 
reality is very differ-
ent. Weather is an 
issue that demands 
quick action and a 
long list of changes 

and adjustments. To open or not, regular 
hours or shortened hours, plowing and shov-
eling, delivery delays – a seemingly endless 
number of concerns and decisions. 

When my focus needs to be on the moment-
to-moment, I am grateful that the big picture 
is being continually monitored by a group of 
people who are looking out for my well being 
and who are knowledgeable in all the areas 
in which I have neither time nor expertise. 

On the state level, the Maine Restaurant As-
sociation, headed up by Dick Grotton along 
with his team -  Becky, Rebecca and Laura 
- is the guide to get me through the “snow-
storms” of business life. Legislation is diffi cult 
to understand, constantly changing and often 
confl icting in its objectives and to plow through
everything Augusta is creating and implement-

...continued on page 5

COCKTAILS AT ONE DOCK at Kennebunkport Inn

AN INTIMATE EVENING at White Barn Inn

THE ART OF DINING SERIES

COCKTAILS AT CAPE ARUNDEL INN
THE ART OF DINING SERIES
THE AFTER PARTY at Tides Beach Club

THE HINCKLEY RECEPTION
POP THE KENNEBUNKS at Pilot House Boatyard
THE AFTER PARTY at Stripers Waterside Restaurant

ART. WORKS. OPENING RECEPTION at River Tree Arts
DINE AROUND THE KENNEBUNKS 
GRAND CRU DINNER
MAINE MAGAZINE DINNER
MAINE HOME+DESIGN DINNER
THE AFTER PARTY at Pedro's Restaurant

GRAND TASTING at Pilot House Boatyard
BREWS & TUNES at The Green at Captain Lord Mansion
CHOICE ART SHOW at Maine Art Shows
THE GRAND FINALE at The Boathouse Hotel & Marina

TOUR DE CURE: KENNEBUNKS
KENNEBUNKPORT FESTIVAL 5K at Dock Square

2013 Kennebunkport Festival
EVENT CALENDAR

Reservations Required.

06  |  04
TUESDAY

Presented By

Harding Lee Smith
THE CORNER/FRONT/GRILL ROOMS

Jeff Landry 
THE FARMER'S TABLE

Jeff Buerhaus 
WALTER'S

Ryan & Alyson Flemming 
FROMVIANDOUX

Tara Barker & Josh Hixon 
40 PAPER

Jay Villani 
SONNY'S/LOCAL 188

Lee Skawinski 
CINQUE TERRE/VIGNOLA

  Mel Chaiken
FIDDLEHEAD RESTAURANT

Steve Corry
FIVE FIFTY-FIVE

Romann Durmorne 
GRISSINI ITALIAN BISTRO

Peter Sueltenfuss
GRACE RESTAURANT

Rob Evans 
DUCKFAT

Jonathan Cartwright
THE WHITE BARN INN

David Turin 
DAVID'S/DAVID'S 388/OPUS 10

Leslie Oster 
AURORA PROVISIONS

Shannon Bard 
ZAPOTECA

Mitchell Kaldrovich 
SEA GLASS AT INN BY THE SEA

Sam Hayward
FORE STREET

06  |  05
WEDNESDAY

06  |  06
THURSDAY

06  |  07
FRIDAY

06  |  08
SATURDAY

06  |  09
SUNDAY
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President’s Report:
By Dick Grotton, President & CEO, Maine Restaurant Association

Getting ready for “the season”

in need of serious overhaul or replacement?

Have you been putting off looking at elec- 
tronic point-of-sale systems?  The savings 
on inventory, mistakes, lost profi ts and 
great business controls will put perhaps 
5% on your bottom line. It is an investment 
that can make a difference. Be vigilant in 
adopting and ensuring compliance with 
PCI Data Security Standards (see page 1).

Take inventory of equipment that really 
needs to be replaced, get exact measure-
ments so that you know that replacements 
you run across will fi t in the same space 
without alterations. Get the word out to 
your broad line vendors, your restaurant 
association, and equipment suppliers. They 
may know of used equipment or good 
deals on new. They will all have exhibits at 
Maine Restaurant & Lodging Expo on April 
3rd where you can “kick the tires”.

The point is, this is the time to get plans in 
motion to be ready for the season with a 
bright new face and equipment that will 
perform when pressed in August.  Next you 
can start thinking and planning for menu 
changes. Think contribution to profi t! It never 
ends!  

March 2013

It may seem early 
to be thinking of 
the summer sea-
son. Yes, it is a few 
months off but get-
ting ready does 
take planning, per-
haps fi nancing, en-
listing contractors, 
locating equipment 
or simply making 
the decision to act. 
I remember that 
feeling of reluctant 

happiness that the end of summer brings.  
The really long hours of the season are end-
ed and it feels good to have time to refl ect 
without looking at “doubles” multiple days 
of the week. It’s hard to believe but Day-
light Savings Time is upon us!

Now, when business is much slower than 
the summer for most restaurants, we tend 
to sit back and procrastinate, thinking, 
perhaps waiting for inspiration. Well, here 
I am!!

This is when we need to get into an action 
mode and really take a hard look at our 
business. Now is your chance to be ahead 
for a change. Look at the facility itself, time 
to paint? Make siding repairs? Signage 
looking a little sun bleached? Is it time to 
seal and stripe the parking lot?  How about 
the lighting?

Will the dining room need painting? Is it 
really time to recover seating before sum-
mer?  Perhaps you could spare one booth 
at a time for reupholstering without too 
much hassle at this time of year but with 
what fabric?  Color?  Is it time to replace 
an air conditioning unit?  What about rest 
rooms? Do they sparkle and if not what 
can you do about it? Now is the time for 
deep cleaning, painting and waxing.

What about equipment? Do you maintain 
card fi les for the maintenance of each 
piece of equipment so you can scan 
through and remember that you were told 
two summers ago that the dishwasher was 

Tuesday, April 2, 2013
5:00 pm - 9:00 pm

Annual Awards Banquet
Holiday Inn By the Bay, Portland

Wednesday, April 3, 2013
10:00 am - 4:00 pm

Maine Restaurant
& Lodging Expo
Cumberland County Civic Center, 
Portland

Tuesday, April 23, 2013
8:30 am - 5:00 pm

ServSafe Class
Armory, Augusta

Tuesday, April 30, 2013
8:30 am - 5:00 pm

ServSafe Class
SYSCO of N. New England, Westbrook

Wednesday, June 5, 2013

3:00 pm - 5:00 pm
Membership Meeting

5:00 pm - 7:00 pm
Membership Meeting
Location TBD

Upcoming EventsJUNE
4-9

INTIMATE DINNERS.
PRIVATE HOMES.

AMAZING
 CHEFS.

Mark Gaier & Clark Frasier 
ARROWS RESTAURANT

Cassady Pappas
HAVANA

Peggy Liversidge
KITCHEN CHICKS CATERING

Ian Hayward 
PETITE JACQUELINE

To learn about how you can be a part of the Festival,

call Elizabeth Mitchell Hunt 207.772.3373 x125

KENNEBUNKPORTFESTIVAL.COM

Geoffroy Deconinck
CAMDEN HARBOUR INN

Guy Hernandez
BAR LOLA

Join the effort to eradicate 
childhood hunger in Maine.

www.strength.org/maine
nokidhungry@sosme.org
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Credit Card Breaches...
...continued from page 1

• listening mode.• 
• Do not use vendor-supplied defaults 

for system passwords. Passwords 
should be unique for all users of com-
puters and POS systems and complex 
in the use of letters and numbers.• 

• Ensure the entire system is PCI DSS 
compliant, not just the software.• 

• Be sure appropriate antivirus programs 
• are in place and active. If not secure, 
• determine what you must do to make
• the system compliant and do it, or, 

Abandon the POS system for credit 
card processing and go back to a 
standard, dial-up swipe machine. 
Dial-up swipe machines are not at 
risk for internet security breaches.

Contact your credit card proces-
sor regarding PCI DSS compliance 
and ask them to confi rm that they 
are encrypting all data during 
transmission and purging records 
daily. Get it in writing. • 

• Review your internal procedures. Pro-
tect written copies and do not store 
confi dential customer data on com-
puters or where accessible by unau-
thorized employees.•  

• To reduce payment card fraud risk, 
contract with a Qualifi ed Security 
Assessor (QSA) to validate your com-
pliance to the PCI DSS. This includes 
completing the Self-Assessment Ques-

• tionnaire, to address business and sys-
tem processes around data security, 
and quarterly network vulnerability 
scans. Contact your credit card pro-
cessor to discuss validation programs 
or visit the PCI Security Standards 
Council’s website for a list of QSAs at 
www.pcisecuritystandards.org. 

Compliance with the Data Security Stan-

dards is a necessity in terms of building a 
secure electronic payment system. The 
PCI DSS provides a logical set of steps to 
follow. Work with your POS system provider 
and seek clear and convincing evidence 
that your system is secure against breach 
or written assurance that they will pay all 
claims if a breach should occur.

The PCI DSS creates the road map to follow 
but compliance must not be thought of as
a one-time achievement. Think of com-
pliance with Data Security Standards as an 
ongoing journey not a destination. If your 
business is compliant right now, it only ap-
plies to right now - this point in time.

If you are notifi ed by a bank or by the United 
States Secret Service that a security breach 
is believed to have occurred at your res-
taurant, take the following steps required 
by Maine Law and/or best practices:

• Notify the Maine Attorney General’s 
Offi ce, Linda Conti AAG: 207-626-8591.

• Notify the United States Secret Service, 
Portland offi ce: 207-780-3493.• 

• Notify your POS vendor.• 
• Notify your credit card processor and 

ask for a temporary, dial up swipe ter-
minal, to be delivered ASAP so you 
may continue to process cards.• 

• Notify the Maine Restaurant Association 
for direction and assistance as needed.• 

• When cleared to do so by the Secret 
Service, issue a press release in your 
local paper notifying your customers 
that a breach has occurred at the res-
taurant and that their credit card infor-
mation may have been compromised 
and that they should carefully monitor 
their bills for fraudulent charges. 

Criminals, by defi nition, do not follow the 
rules. As the bad guys look beyond the rules 
business operators must be ever-vigilant in 
a world of ever-evolving technology.  
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  Eat Maine Guide Full Page $1300

  Back Cover $3500

  Inside Front Cover $3000

  Inside Back Cover $2500

2014 Eat Maine Guide Rates

2 - 4 x 5 - 1 1 x 1 2 x

  Full Page $1400 $1200 $1000 $900

  Half Page $950 $800 $650 $585

  Quarter Page $850 $725 $575 $517.50

Maine magazine Eat Section Rates

10% off  the 12x rate with a 12x contract

5% off  for a credit card on fi le with a 12x contract 

Net Rate 
w/Contract

Call us today and start a dialogue 
to position your business for results.

207.772.3373

 Annual Awards Banquet
Join us on April 2nd in celebration of Maine’s restaurant community. Details enclosed.

°

°

What if you
could increase
restaurant patron
traffi c, reduce operating
expenses, and boost profi ts,
all in just a few hours?

Don’t just wonder, fi nd out
how we can reduce your stress.

Call Sysco Northern New England
today and put our Customer Resource

Department to work! 

800- 632- 4446
or visit www.sysconne.com



NRA Corner
Maine Restaurateur, 

Jack Crawford appointed as National Restaurant Association Treasurer

Former Chairman of the Board of the Maine Restaurant Association, Jack Crawford, has been 
named Treasurer of the National Restaurant Association.  

Jack is President & CEO of Ground Round Independent Owners Cooperative based in Freeport, 
where he is responsible for the overall leadership of Ground Round Restaurants, a chain of 30 
independently owned restaurants in 12 states spread across the Midwest and Northeast areas of 
the U.S.  He has over 30 years of industry experience in senior leadership positions of operational 
and franchising disciplines, and was instrumental in leading a franchisee buyout of the Ground 
Round brand and franchise rights in 2004. He has been a member of the NRA Board of Directors 
since 2003.

In speaking of Crawford’s election, Association President, Dick Grotton said, “We are very proud 
of the accomplishments of our Maine executives.  Three outstanding Maine people have moved 
on to national leadership posts.”  

With this announcement, Jack Crawford will ascend to become Chairman of the Board in two years. Colby grad and Westbrook 
native, Dawn Sweeney, is President of the National Restaurant Association and former Chief Counsel to Senator Olympia Snowe, 
Matt Walker, was recently named Vice President of Government Affairs at the NRA.  “It is really exciting,” Grotton added “to see 
great people reach these prestigious positions.”

Legislative Update...
...continued from page 1 Chairman’s Column...

...continued from page 3
testifi ed in favor of LD 15 to allow alcohol 
sales every day of the week beginning at 
5:00 a.m., including Sunday. This bill was 
submitted to allow 3rd shift workers from 
hospitals, the shipyard and factory workers 
getting off shift to have an adult beverage 
with their “dinner” at 6:00 am. This legisla-
tion also benefi ts restaurants who could 
serve their vacationing customers having 
breakfast and who wish to enjoy a Sunday 
morning Bloody Mary or Mimosa. 

LD 239 is the bill that would restructure the 
contract arrangement for the sale and dis-
tribution of spirits alcohol to agency stores. 
This contract is currently held by Maine 
Beverage Company and the Governor 
wants a new agreement which will return 
greater profi ts to the state.

LD 644 An Act To Strengthen the State’s 
Wholesale Liquor Business is another con-
cept of how best to handle the state’s      
liquor business and a competing mea-
sure to the Governor’s plan. Both LD 644 
and LD 239 are slated to be heard in the 
Veterans and Legal Affairs Committee on 
March 11. This highly political issue will be 
thrashed out over the coming months. 

At issue is whether Maine should seek a 
multi-million dollar loan for which the loan-
ing company has a right to expect a rea-

sonable return on investment or, does the 
state forgo the loan proceeds in favor of 
engaging the needed services of logis-
tics management to handle the fulfi llment 
aspects of liquor distribution and earn a 
greater return on sales over time.

LD 116 would require that a “livable wage” 
be paid by employers who operate in the 
state’s Pine Tree Zones. The bill’s language 
may be too expensive to gain traction.

LD 333 would repeal current liquor law that 
requires clear brand identifi cation on malt 
taps, spigots or handles. Proponents argue 
that they would like to offer mystery brand 
contests, etc. Opponents fear that bars 
may pass off-brand “y” as premium brand 
“x” and the consumer is unaware.

LD 611 would raise the minimum wage in 
Maine to $8.50 per hour beginning Octo-
ber 1, 2013 and index the wage annually 
thereafter based on the Consumer Price 
Index.  If passed, this bill would have a pro-
found impact on Maine’s restaurant indus-
try. Raising menu prices to maintain profi t 
levels in a down economy is not a business 
owner’s preferred action, but business 
owners will likely have to either raise prices 
or make adjustments to payroll to account 
for the rise in minimum wages. Job curtail-
ment may well be an unintended conse-

quence of such legislation resulting in pe-
nalization of those it seeks to help.

LD 314 creates the Offi ce of Marketing to 
oversee the establishment of a centralized 
Maine brand.

Visit www.mainerestaurant.com for a com-
plete and frequently updated list of bills 
the Maine Restaurant Association is moni-
toring.  
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Be seen in
 

Advertise in Maine magazine's 
Eat section and the 2014 Eat Maine guide 

and get your message in front of thousands 
of hungry people who care about one thing: 

Great Maine restaurants.
Like yours.

vanced degree in the fi eld of hard work.
What has changed is the ability of one 
business owner to stay current in the “su-
per storm” of state and federal legislation. 
 
When I opened my restaurant a decade 
ago, it took me just a few evenings of try-
ing to read through a mile high “drift” of 
regulations to drive me to connect to the
Maine Restaurant Association who’s staff
“plowed” through that “drift” and cleared 
the road ahead! They are still “plowing” 
and I like the feel of a clear road.  
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MAINE RESTAURANT & LODGING EXPO
Wednesday, April 3, 2O13 · 1O:OO am - 4:OO pm  Cumberland County Civic Center · Portland, Maine · www.mainerestaurant.com

Join us for Maine’s premier, comprehensive, business-to-business trade show for the foodservice and lodging industry!

REGISTRATION:
Complimentary member badges* have been mailed. If you didn’t receive yours, or if you need a name correction, 
email us at badges@mainerestaurant.com or just visit us at the Expo offi ce when checking in at the show. 

Register additional attendees at the door for only $15.  
* Complimentary badges are available only to restaurant members, not allied members.

11:OO am The Top Ten Human Resource Pitfalls & How to Avoid Them
  presented by: Attorney Margaret “Meg” Coughlin LePage of Pierce Atwood LLP

12:OO pm Seven Steps to a Prosperous Season: Your hospitality marketing checklist for 2O13
  presented by: Rich Brooks of Flyte New Media

1:OO pm Affordable Care Act: Prepare for 2O14’s implementation of the new healthcare law
  presented by: Joel Allumbaugh of National Worksite Benefi t Group

2:OO pm Strategies for Maximizing Your Bar Program Profi tability
  presented by: Paula Truman of Bow Street Distributing, Sam Brown of Pine State Beverage Company  
    and Mike Dixon of The Great Lost Bear

WORKSHOPS:

EXPO SPONSORS:

EXHIBITOR LIST:
Ability Equipment Sales· Allagash Brewing Company· Annabelle’s Natural Ice Cream· Atlantic Pest Solutions· Averill’s Sharper Uniforms· 
Baker Commodities· Bath Fitter· Bev-Tech· Birthday Coups· Blue Cold Distributors· Bow Street Distributing· Brady Risk Management of New 
England· C. Caprara Food Service Equipment· CCR Data Systems· Central Maine Fire Pros & Commercial Cooking Equipment· Champoux 
Insurance Agency Group· CIEE· Coca-Cola Bottling Company of NNE· Concord Foods· Cross Employee Benefi ts· Cuddledown· Dead 
River Company· Dennis Paper & Food Service· Digital Dining – HDSNE · Downeast Coffee Company· Downeast Food Distributors· Drum 
Rock Products· Ducktrap River of Maine· Dunlap Cabling· Dyson B2B· Electricity Maine· FairPoint Communications· Finance Authority 
of Maine· Fishbowl· Furniture Repair Services of Maine· G. J. Leighton’s· Garelick Farms· General Linen Service Co.· Gifford’s Famous 
Ice Cream· Good Shepherd Food Bank· Gritty McDuff’s· Gulf Electricity· HT Berry Company· Harmon’s· Heartland Payment Systems· 
Hoodz of Southern Maine· Horizon Beverage Company· HP Hood LLC· Hurricane’s Premium Soup & Chowder from Maine· Kettle Cuisine· 
LePage Bakeries· LionWise· Maine Department of Labor Wage & Hour Division· Maine Health Inspection Program· Maine Innkeepers 
Association· Maine Lobster Promotion Council· Maine Magazine· Maine Restaurant Association· Maine Shellfi sh Co.· Maine Standard 
Biofuels· Maine Tourism Association· Matheson Valley Gases· Metromedia Energy· MICROS Systems· Micucci Wholesale Foods· Modern 
Pest Services· Mr. Oil Saver· MRE Inc.· Nationwide Payment Solutions· Native Maine Produce & Specialty Foods· Nelson & Small· Nespresso 
Business Solutions· New England Coffee Company· Nomad Pictures· Northeast Coffee Company· NuImage Awnings of Maine· Oakhurst 
Dairy· O’Hare Associates, CPAs· Original Pizza of Boston· OTT Communications· P.J. Merrill Seafoods· Payroll Management· PepsiCo 
Food Service· Performance Foodservice – NorthCenter· Perkins - A Gordon Food Service Company· Pine State Beverage Co.· Pine State 
Trading Co.· Pine Tree Food Equipment· Poultry Products Northeast· ProStart· R. M. Flagg Foodservice Equipment· Retail Control Solutions
· Rooter-Man of Southern Maine· Sebago Brewing Co.· Share Our Strength Maine· Shipyard Brewing Co.· Sparrow Enterprises· Sprague 
Energy· SYSCO Northern New England· T. F. Kinnealey & Co.· Take 2 Dough Productions / Panebelle· Target Marketing· TD Bank· The     
Advertising Specialists of Maine· Time Warner Cable Business Class· TrakTec· U.S. Small Business Administration· UniFirst Corporation· US Foods
· Verizon Wireless· VOSS Water· Wicked Joe Coffee Roasting Co.· Winter People· Woodard & Associates, CPAs· Yankee Equipment Systems.
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NRA Corner
Maine Restaurateur, 

Jack Crawford appointed as National Restaurant Association Treasurer

Former Chairman of the Board of the Maine Restaurant Association, Jack Crawford, has been 
named Treasurer of the National Restaurant Association.  

Jack is President & CEO of Ground Round Independent Owners Cooperative based in Freeport, 
where he is responsible for the overall leadership of Ground Round Restaurants, a chain of 30 
independently owned restaurants in 12 states spread across the Midwest and Northeast areas of 
the U.S.  He has over 30 years of industry experience in senior leadership positions of operational 
and franchising disciplines, and was instrumental in leading a franchisee buyout of the Ground 
Round brand and franchise rights in 2004. He has been a member of the NRA Board of Directors 
since 2003.

In speaking of Crawford’s election, Association President, Dick Grotton said, “We are very proud 
of the accomplishments of our Maine executives.  Three outstanding Maine people have moved 
on to national leadership posts.”  

With this announcement, Jack Crawford will ascend to become Chairman of the Board in two years. Colby grad and Westbrook 
native, Dawn Sweeney, is President of the National Restaurant Association and former Chief Counsel to Senator Olympia Snowe, 
Matt Walker, was recently named Vice President of Government Affairs at the NRA.  “It is really exciting,” Grotton added “to see 
great people reach these prestigious positions.”

Legislative Update...
...continued from page 1 Chairman’s Column...

...continued from page 3
testifi ed in favor of LD 15 to allow alcohol 
sales every day of the week beginning at 
5:00 a.m., including Sunday. This bill was 
submitted to allow 3rd shift workers from 
hospitals, the shipyard and factory workers 
getting off shift to have an adult beverage 
with their “dinner” at 6:00 am. This legisla-
tion also benefi ts restaurants who could 
serve their vacationing customers having 
breakfast and who wish to enjoy a Sunday 
morning Bloody Mary or Mimosa. 

LD 239 is the bill that would restructure the 
contract arrangement for the sale and dis-
tribution of spirits alcohol to agency stores. 
This contract is currently held by Maine 
Beverage Company and the Governor 
wants a new agreement which will return 
greater profi ts to the state.

LD 644 An Act To Strengthen the State’s 
Wholesale Liquor Business is another con-
cept of how best to handle the state’s      
liquor business and a competing mea-
sure to the Governor’s plan. Both LD 644 
and LD 239 are slated to be heard in the 
Veterans and Legal Affairs Committee on 
March 11. This highly political issue will be 
thrashed out over the coming months. 

At issue is whether Maine should seek a 
multi-million dollar loan for which the loan-
ing company has a right to expect a rea-

sonable return on investment or, does the 
state forgo the loan proceeds in favor of 
engaging the needed services of logis-
tics management to handle the fulfi llment 
aspects of liquor distribution and earn a 
greater return on sales over time.

LD 116 would require that a “livable wage” 
be paid by employers who operate in the 
state’s Pine Tree Zones. The bill’s language 
may be too expensive to gain traction.

LD 333 would repeal current liquor law that 
requires clear brand identifi cation on malt 
taps, spigots or handles. Proponents argue 
that they would like to offer mystery brand 
contests, etc. Opponents fear that bars 
may pass off-brand “y” as premium brand 
“x” and the consumer is unaware.

LD 611 would raise the minimum wage in 
Maine to $8.50 per hour beginning Octo-
ber 1, 2013 and index the wage annually 
thereafter based on the Consumer Price 
Index.  If passed, this bill would have a pro-
found impact on Maine’s restaurant indus-
try. Raising menu prices to maintain profi t 
levels in a down economy is not a business 
owner’s preferred action, but business 
owners will likely have to either raise prices 
or make adjustments to payroll to account 
for the rise in minimum wages. Job curtail-
ment may well be an unintended conse-

quence of such legislation resulting in pe-
nalization of those it seeks to help.

LD 314 creates the Offi ce of Marketing to 
oversee the establishment of a centralized 
Maine brand.

Visit www.mainerestaurant.com for a com-
plete and frequently updated list of bills 
the Maine Restaurant Association is moni-
toring.  
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Be seen in
 

Advertise in Maine magazine's 
Eat section and the 2014 Eat Maine guide 

and get your message in front of thousands 
of hungry people who care about one thing: 

Great Maine restaurants.
Like yours.

vanced degree in the fi eld of hard work.
What has changed is the ability of one 
business owner to stay current in the “su-
per storm” of state and federal legislation. 
 
When I opened my restaurant a decade 
ago, it took me just a few evenings of try-
ing to read through a mile high “drift” of 
regulations to drive me to connect to the
Maine Restaurant Association who’s staff
“plowed” through that “drift” and cleared 
the road ahead! They are still “plowing” 
and I like the feel of a clear road.  
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Credit Card Breaches...
...continued from page 1

• listening mode.• 
• Do not use vendor-supplied defaults 

for system passwords. Passwords 
should be unique for all users of com-
puters and POS systems and complex 
in the use of letters and numbers.• 

• Ensure the entire system is PCI DSS 
compliant, not just the software.• 

• Be sure appropriate antivirus programs 
• are in place and active. If not secure, 
• determine what you must do to make
• the system compliant and do it, or, 

Abandon the POS system for credit 
card processing and go back to a 
standard, dial-up swipe machine. 
Dial-up swipe machines are not at 
risk for internet security breaches.

Contact your credit card proces-
sor regarding PCI DSS compliance 
and ask them to confi rm that they 
are encrypting all data during 
transmission and purging records 
daily. Get it in writing. • 

• Review your internal procedures. Pro-
tect written copies and do not store 
confi dential customer data on com-
puters or where accessible by unau-
thorized employees.•  

• To reduce payment card fraud risk, 
contract with a Qualifi ed Security 
Assessor (QSA) to validate your com-
pliance to the PCI DSS. This includes 
completing the Self-Assessment Ques-

• tionnaire, to address business and sys-
tem processes around data security, 
and quarterly network vulnerability 
scans. Contact your credit card pro-
cessor to discuss validation programs 
or visit the PCI Security Standards 
Council’s website for a list of QSAs at 
www.pcisecuritystandards.org. 

Compliance with the Data Security Stan-

dards is a necessity in terms of building a 
secure electronic payment system. The 
PCI DSS provides a logical set of steps to 
follow. Work with your POS system provider 
and seek clear and convincing evidence 
that your system is secure against breach 
or written assurance that they will pay all 
claims if a breach should occur.

The PCI DSS creates the road map to follow 
but compliance must not be thought of as
a one-time achievement. Think of com-
pliance with Data Security Standards as an 
ongoing journey not a destination. If your 
business is compliant right now, it only ap-
plies to right now - this point in time.

If you are notifi ed by a bank or by the United 
States Secret Service that a security breach 
is believed to have occurred at your res-
taurant, take the following steps required 
by Maine Law and/or best practices:

• Notify the Maine Attorney General’s 
Offi ce, Linda Conti AAG: 207-626-8591.

• Notify the United States Secret Service, 
Portland offi ce: 207-780-3493.• 

• Notify your POS vendor.• 
• Notify your credit card processor and 

ask for a temporary, dial up swipe ter-
minal, to be delivered ASAP so you 
may continue to process cards.• 

• Notify the Maine Restaurant Association 
for direction and assistance as needed.• 

• When cleared to do so by the Secret 
Service, issue a press release in your 
local paper notifying your customers 
that a breach has occurred at the res-
taurant and that their credit card infor-
mation may have been compromised 
and that they should carefully monitor 
their bills for fraudulent charges. 

Criminals, by defi nition, do not follow the 
rules. As the bad guys look beyond the rules 
business operators must be ever-vigilant in 
a world of ever-evolving technology.  
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  Eat Maine Guide Full Page $1300

  Back Cover $3500

  Inside Front Cover $3000

  Inside Back Cover $2500

2014 Eat Maine Guide Rates

2 - 4 x 5 - 1 1 x 1 2 x

  Full Page $1400 $1200 $1000 $900

  Half Page $950 $800 $650 $585

  Quarter Page $850 $725 $575 $517.50

Maine magazine Eat Section Rates

10% off  the 12x rate with a 12x contract

5% off  for a credit card on fi le with a 12x contract 

Net Rate 
w/Contract

Call us today and start a dialogue 
to position your business for results.

207.772.3373

 Annual Awards Banquet
Join us on April 2nd in celebration of Maine’s restaurant community. Details enclosed.

°

°

What if you
could increase
restaurant patron
traffi c, reduce operating
expenses, and boost profi ts,
all in just a few hours?

Don’t just wonder, fi nd out
how we can reduce your stress.

Call Sysco Northern New England
today and put our Customer Resource

Department to work! 

800- 632- 4446
or visit www.sysconne.com
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President’s Report:
By Dick Grotton, President & CEO, Maine Restaurant Association

Getting ready for “the season”

in need of serious overhaul or replacement?

Have you been putting off looking at elec- 
tronic point-of-sale systems?  The savings 
on inventory, mistakes, lost profi ts and 
great business controls will put perhaps 
5% on your bottom line. It is an investment 
that can make a difference. Be vigilant in 
adopting and ensuring compliance with 
PCI Data Security Standards (see page 1).

Take inventory of equipment that really 
needs to be replaced, get exact measure-
ments so that you know that replacements 
you run across will fi t in the same space 
without alterations. Get the word out to 
your broad line vendors, your restaurant 
association, and equipment suppliers. They 
may know of used equipment or good 
deals on new. They will all have exhibits at 
Maine Restaurant & Lodging Expo on April 
3rd where you can “kick the tires”.

The point is, this is the time to get plans in 
motion to be ready for the season with a 
bright new face and equipment that will 
perform when pressed in August.  Next you 
can start thinking and planning for menu 
changes. Think contribution to profi t! It never 
ends!  

March 2013

It may seem early 
to be thinking of 
the summer sea-
son. Yes, it is a few 
months off but get-
ting ready does 
take planning, per-
haps fi nancing, en-
listing contractors, 
locating equipment 
or simply making 
the decision to act. 
I remember that 
feeling of reluctant 

happiness that the end of summer brings.  
The really long hours of the season are end-
ed and it feels good to have time to refl ect 
without looking at “doubles” multiple days 
of the week. It’s hard to believe but Day-
light Savings Time is upon us!

Now, when business is much slower than 
the summer for most restaurants, we tend 
to sit back and procrastinate, thinking, 
perhaps waiting for inspiration. Well, here 
I am!!

This is when we need to get into an action 
mode and really take a hard look at our 
business. Now is your chance to be ahead 
for a change. Look at the facility itself, time 
to paint? Make siding repairs? Signage 
looking a little sun bleached? Is it time to 
seal and stripe the parking lot?  How about 
the lighting?

Will the dining room need painting? Is it 
really time to recover seating before sum-
mer?  Perhaps you could spare one booth 
at a time for reupholstering without too 
much hassle at this time of year but with 
what fabric?  Color?  Is it time to replace 
an air conditioning unit?  What about rest 
rooms? Do they sparkle and if not what 
can you do about it? Now is the time for 
deep cleaning, painting and waxing.

What about equipment? Do you maintain 
card fi les for the maintenance of each 
piece of equipment so you can scan 
through and remember that you were told 
two summers ago that the dishwasher was 

Tuesday, April 2, 2013
5:00 pm - 9:00 pm

Annual Awards Banquet
Holiday Inn By the Bay, Portland

Wednesday, April 3, 2013
10:00 am - 4:00 pm

Maine Restaurant
& Lodging Expo
Cumberland County Civic Center, 
Portland

Tuesday, April 23, 2013
8:30 am - 5:00 pm

ServSafe Class
Armory, Augusta

Tuesday, April 30, 2013
8:30 am - 5:00 pm

ServSafe Class
SYSCO of N. New England, Westbrook

Wednesday, June 5, 2013

3:00 pm - 5:00 pm
Membership Meeting

5:00 pm - 7:00 pm
Membership Meeting
Location TBD

Upcoming EventsJUNE
4-9

INTIMATE DINNERS.
PRIVATE HOMES.

AMAZING
 CHEFS.

Mark Gaier & Clark Frasier 
ARROWS RESTAURANT

Cassady Pappas
HAVANA

Peggy Liversidge
KITCHEN CHICKS CATERING

Ian Hayward 
PETITE JACQUELINE

To learn about how you can be a part of the Festival,

call Elizabeth Mitchell Hunt 207.772.3373 x125

KENNEBUNKPORTFESTIVAL.COM

Geoffroy Deconinck
CAMDEN HARBOUR INN

Guy Hernandez
BAR LOLA

Join the effort to eradicate 
childhood hunger in Maine.

www.strength.org/maine
nokidhungry@sosme.org
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Chairman’s Message:
By Todd Maurer, King Eider’s Pub & Restaurant - Damariscotta

I

ing is another entire full time career in itself! 
 
To neglect the day-to-day demands of running
a business to focus on the myriad rules and 
laws that affect that business would be fool-
hardy. To be ignorant of the impact and de-
mands of state legislation would be reckless.

Membership in the Maine Restaurant Asso-
ciation lifts that weighty load from my shoul-
ders and not only frees me to concentrate on 
business, it gives me the comfort of knowing 
what is going on day-by-day and all the impli-
cations of the wide ranging issues that apply 
to me and my businesses. To be alone in the 
middle of a “blizzard” of regulation is a discon-
certing place to be!

And then there is Washington!!  Through a  dual
membership agreement, Maine Restaurant 
Association members enjoy membership in the 
National Restaurant Association too, ensuring 
that the bigger stage is being monitored for 
us and reported to us. So much of what goes 
on nationally has an impact on business in 
the smallest of Maine towns and cities. And 
so, having eyes, ears and trained profession-
als focused on the Congress and White House 
makes the “little guy” in a distant location feel 
protected from the far off “storms” that have 
an impact locally.

Of course questions about politics and policy 
will creep into even the busiest minds amidst 
thought of menus and maintenance and 
manpower. The guidance and answers are 
just as close and easy to access as your cell 
phone (which is permanently attached to the 
end of your arm!).  The ability to connect, at a 
moment’s need, to the Maine Restaurant As-
sociation and inquire, discuss and have clear 
and knowledgeable dialogue is to have a full-
time partner - a partner with connections to 
the people and resources that can answer 
critical questions, point the way forward and 
direct you to further sources of information.

I am not a “joiner” by nature and I used to 
think that knowing your subject matter and 
good old hard work would be keys to success. 
The hard work part never changes and I highly 
recommend it. But then, if you are reading 
this piece you probably already have an ad-
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A Partner Through the Storm

It is snowing again 
as I sit down to write 
this column and, al-
though it would be 
pleasant to think 
that a snow day 
would bring a restful 
afternoon in front of 
a warming fi re, the 
reality is very differ-
ent. Weather is an 
issue that demands 
quick action and a 
long list of changes 

and adjustments. To open or not, regular 
hours or shortened hours, plowing and shov-
eling, delivery delays – a seemingly endless 
number of concerns and decisions. 

When my focus needs to be on the moment-
to-moment, I am grateful that the big picture 
is being continually monitored by a group of 
people who are looking out for my well being 
and who are knowledgeable in all the areas 
in which I have neither time nor expertise. 

On the state level, the Maine Restaurant As-
sociation, headed up by Dick Grotton along 
with his team -  Becky, Rebecca and Laura 
- is the guide to get me through the “snow-
storms” of business life. Legislation is diffi cult 
to understand, constantly changing and often 
confl icting in its objectives and to plow through
everything Augusta is creating and implement-

...continued on page 5

COCKTAILS AT ONE DOCK at Kennebunkport Inn

AN INTIMATE EVENING at White Barn Inn

THE ART OF DINING SERIES

COCKTAILS AT CAPE ARUNDEL INN
THE ART OF DINING SERIES
THE AFTER PARTY at Tides Beach Club

THE HINCKLEY RECEPTION
POP THE KENNEBUNKS at Pilot House Boatyard
THE AFTER PARTY at Stripers Waterside Restaurant

ART. WORKS. OPENING RECEPTION at River Tree Arts
DINE AROUND THE KENNEBUNKS 
GRAND CRU DINNER
MAINE MAGAZINE DINNER
MAINE HOME+DESIGN DINNER
THE AFTER PARTY at Pedro's Restaurant

GRAND TASTING at Pilot House Boatyard
BREWS & TUNES at The Green at Captain Lord Mansion
CHOICE ART SHOW at Maine Art Shows
THE GRAND FINALE at The Boathouse Hotel & Marina

TOUR DE CURE: KENNEBUNKS
KENNEBUNKPORT FESTIVAL 5K at Dock Square

2013 Kennebunkport Festival
EVENT CALENDAR

Reservations Required.

06  |  04
TUESDAY

Presented By

Harding Lee Smith
THE CORNER/FRONT/GRILL ROOMS

Jeff Landry 
THE FARMER'S TABLE

Jeff Buerhaus 
WALTER'S

Ryan & Alyson Flemming 
FROMVIANDOUX

Tara Barker & Josh Hixon 
40 PAPER

Jay Villani 
SONNY'S/LOCAL 188

Lee Skawinski 
CINQUE TERRE/VIGNOLA

  Mel Chaiken
FIDDLEHEAD RESTAURANT

Steve Corry
FIVE FIFTY-FIVE

Romann Durmorne 
GRISSINI ITALIAN BISTRO

Peter Sueltenfuss
GRACE RESTAURANT

Rob Evans 
DUCKFAT

Jonathan Cartwright
THE WHITE BARN INN

David Turin 
DAVID'S/DAVID'S 388/OPUS 10

Leslie Oster 
AURORA PROVISIONS

Shannon Bard 
ZAPOTECA

Mitchell Kaldrovich 
SEA GLASS AT INN BY THE SEA

Sam Hayward
FORE STREET

06  |  05
WEDNESDAY

06  |  06
THURSDAY

06  |  07
FRIDAY

06  |  08
SATURDAY

06  |  09
SUNDAY
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Hot Tips
Hot Tips

Restaurants at Serious Risk as 
Malware Enables Credit Card Breaches

45 Melville St. • Augusta, ME 04330

IN THIS ISSUE:

Legislature Gets Into Gear

High-tech theft doesn’t happen here in 
Maine, right? Think again! It is happening 
here and it’s happening right now. In fact,
there have been numerous cases in Maine
in just the past month and restaurants are 
being targeted. It is an unpleasant ex-
perience that consumes both time and 
fi nancial resources. A data breach is a 
very serious matter and may cost a business
owner anywhere from $200 to $1,000 for 
every card compromised through a res-
taurant’s system. Please, take this seriously.

Signifi cant criminal threats targeting the 
food service industry continue to evolve 
and are rapidly increasing because many
restaurants lack the proper perimeter sec- 
urity tools, including fi rewalls, antivirus soft-
ware and secure remote access tools. If 
you are not using a POS system that is con-
nected to the internet to process credit 
and debit card transactions, this informa-
tion does not apply to your situation. 

This does not mean that credit or debit 
card processing on internet-based POS 
systems is inherently unsafe, but it does 
mean that you need to pay close atten-
tion to the Payment Card Industry Data 
Security Standards and the required 
protections for hardware and software 
that allow the system to function without 
undo risk of being compromised.

Very smart hackers from around the world,
using very sophisticated software pro-
grams, are searching hundreds of com-
puters per second seeking opportunities 
to load their malicious malware onto the 

computers of unsuspecting internet us-
ers. They are looking for a weakness in 
the system’s protective shield. Once in 
place, the malware seeks pathways to 
merchant point-of-sale systems and in-
tercepts the card verifi cation process 
and sends detailed data to the hacker. 
This is a breach of the system’s security.  

As a business that stores, processes or 
transmits credit or debit card informa-
tion, you are required to be compliant 
with the Payment Card Industry Data 
Security Standard (PCI DSS).  Being com-
pliant goes beyond implementing a vali-
dated payment application as provided 
by your POS vendor. By taking steps to 
ensure that your business is in adherence 
with compliance standards, you are also 
making sure your business is more secure. 

The PCI DSS holds business owners re-
sponsible for breaches of security and 
loss of customer data. Fines and as-
sociated costs of a security breach of 
customers’ private information are sub-
stantial. If you are using a POS system, 
following are action steps you can take 
today to help protect yourself from the 
consequences of a security breach:

• Contact your vendor to determine 
that required network security fi re-
walls are in place between your POS 
system and the internet.• 

• Ensure any ports used for remote 
access are not left open and in 

• 
• 

...continued on page 5

New Family Medical Leave Act 
Poster Required
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Employers must post an updated version of the Labor Depart-
ment’s Family & Medical Leave Act (FMLA) poster starting March 8, 2013. 

The DOL poster refl ects changes in FMLA rules governing military caregivers and 
leave-taking to care for parents.

 
The poster may be downloaded at www.dol.gov/whd/regs/compliance/posters/fmla.htm

LD 216, “An Act To Extend the Hours for the Sale of Liquor on Sunday When St. Patrick’s Day 
Is on a Sunday” has passed out of Committee with a Unanimous Ought to Pass vote and 
sailed through both legislative bodies and should be signed by the Governor in time for St. 
Patrick’s Day early festivities!  The bill permits the Sunday sale of alcohol on St. Patrick’s Day 

beginning at 6:00 a.m.

.                      ..                      .

//
Bills have been slow to be printed, aver-
aging about 200 a week with hundreds 
more to come. Concerns abound if rumor 
mills are accurate. Talk of an increase in 
the lodging tax is gaining some momen-
tum and that means that the meals tax 
may be a target as well. There is also a 
great deal of speculation about local 
option taxes which almost always fall on 
meals and lodging.  The perfect storm for 
the restaurant industry would be an in-
crease in both the statewide meals and 
lodging tax AND the passing of a local 
option tax - a double whammy!

LD 216 an emergency measure that the  
Maine Restaurant Association supported, 
passed through the Veterans and Legal
Affairs Committee with a unanimous 
“ought to pass” vote. This bill will allow Sun-
day alcohol sales beginning at 6:00 am 
on St. Patrick’s Day, March 17th. (See “Hot 
Tip” on back page for more details.) 

The Maine Restaurant Association has also 

Maine Restaurants Impacted

St. Patrick’s Day Alcohol Service on Sunday, March 17th 




